Submission #4

Regional Town Hall Meetings for Member Dialogue on Future of the profession.
1. Title of Submission

Regional Town Hall Meetings for Member Dialogue on Future of the profession.

2. Please briefly describe the issue, problem, risk or gap that this submission
addresses.

Whereas,

“Since the introduction of the IPhone, PEO has been in a rapid decline and today it is generally regarded
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society. It is basically agreed that it is no
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passed that requested that PEO create an

organizing task force to then ‘convene a Engineer Category

general meeting of the members forthwith

to determine a course of action that the Figure 1: Shrink or Grow the Profession

profession may consider’ (passed by 88%);
and,

Whereas at the Mar 20,2020 PEO Council meeting, the Emerging Disciplines Task Force, called attention
to the growing irrelevance of the profession and asked Council to decide on a path that either expands
the regulatory scope of the profession to properly license all forms of engineering, or, to shrink itself to
only licensing traditional engineering and then help the other disciplines of Engineering to form a new
regulatory body to license these disciplines;

The span of today’s engineering scopes of practice are so broad that they cannot be governed by
a single Council. The profession must now decide on the form of a new structure to properly
license and regulate all engineering practices as well as the bordering applied science practices in
order to serve and protect the public interest.

! Quote from Pat Quinn from a private email
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3. Please summarize the action that you are requesting from Council and how it will
address the issue, problem, risk or gap stated above.

Be it resolved that,

PEO create an organizing team to convene a series of Regional Town Hall Meetings (RTHM) across
Ontario per Region, to engage the members in a dialogue of the issues, and, what we might do about
them; and,

That the RTHM include, as a major component, break out sessions for each of the main practice
disciplines to discuss the key issues impacting these practices and the ability to properly serve and
protect the public interest; and,

That the main engineering practice areas shall include: Civil (all current forms of Water Treatment,
Roads, Traffic Control), Structural, Mechanical (HVAC and Transportation), Electrical Power, Electrical
Computers and Control, Software, Cyber Systems Security, Mining, Chemical, Industrial and
Manufacturing, Artificial Intelligence (Al) — robotics-Mechatronics, Bio, Nano-Molecular, others with a
significant number of members present; and,

That in preparation for these RTHMs on where the profession is to go, the PEO provide members with a
comprehensive list of fundamental documents such as the McRuer reports that define Canadian self-
regulation, as well as documents on the fundamentals of a proper Licence and what it means in relation
to serving and protecting the public interest.

4. Please cite and briefly summarize any research that supports the proposed action.

OSPE survey by John O’Grady




5. As applicable please describe how the proposed action will contribute to serving
and protecting the public interest as it pertains to the regulation of professional
engineering and the engineering profession.

Over 70% of PEO members do not have exclusive rights to practice in what their work. Properly
licensing all engineering as well as those branches of applied science that have crossed into
engineering is the ultimate step forward in serving and protecting the public interest. This motion
proposes that we engage the members in a deep dialogue on how to accomplish this.

6. Please identify any legal considerations (eg., the need for changes to the statute,
regulation, by-laws etc.) that may affect Council’s ability to implement the
proposed action.

There are no immediate legislation considerations but the conclusions of the dialogue may result
in a request for a new act to govern applied science and engineering.

7. Please identify any considerations that are relevant to the timing (or urgency) of
the proposed action.

The PEO is rapidly loosing relevance in this modern age. Less than 20% of PEO members have
exclusive rights to practice. In Ontario, there are about twice as many people with engineering
credentials as there are members of PEO.

8. Please provide any other information that you feel will assist members of the
AGM and Council in understanding your submission, in particular your proposed
action.




9. Please list any attachments to this document.

Letter from Pat Quinn.
EDTF presentation to Mar 20 Council meeting notes.

BN from EDTF to Mar 20 Council meeting

Patei L Vi

Member #1 (name/signature): Peter M DeVita

4~ lwish to Pre-record a brief introduction to this submission. 77
Member #2 (name/signature): George Comrie ggw
I wish to Pre-record a brief introduction to this submission.
Date: May 10, 2020
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MEETING
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Attachment #1

PEO REALITY. Patrick Quinn PhD., P.Eng., C.Eng. April 2020(C).

The twentieth century was the century of the engineer, the profession with the
major contribution to the building of the hard infrastructure of modern society,
(the dams, bridges, buildings, highways, power generation and transmission,
airports, aircraft, even rockets and bombs). Because it was everywhere, the
contribution did not stand out, and to engineers it was under-appreciated.

In Canada, as a self-regulating profession, PEO nurtured the yearnings of
engineers for recognition, status, and community belonging, through its licensing
control, the protected P.Eng. brand and professional engineer title, the
integration of large numbers of volunteers in its operations, and its Dimensions
publication which sought to interest and inform the membership of all sides of
the happenings within the profession. The definition of engineering, as applied
science, could be confined to a manageable number of disciplines, civil,
mechanical, electrical and chemical, following the English trend of institutions of
those names.

Since the introduction of the IPhone, PEO has been in a rapid decline and today it
is generally regarded as irrelevant, both to its membership, (nine out of ten
members fail to vote), and to society (it is basically agreed that it does not protect
the public in a regulatory sense). The internet readily made available a host of
possibilities, from hardware, software, circuitry, prototypes, design aids, etc., etc.,
that was available to all and is way beyond the timely ability of PEO to regulate.

Today, PEO licenses, but barely touches the profession with regard to regulating
practise and then, only in relation to the old branches of engineering, most
notably the practises of structural engineers. The collapse of a shopping centre or
a temporary stage structure evokes a stirring of reaction in PEO, which soon dies
down.

To quote from the recent review by an outside expert, "PEO remains
fundamentally an engineers’ membership association rather than a professional
regulator”, and, "As the concept of engineering has developed and engineering
methodologies and concepts are applied in new fields such as artificial
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intelligence and biotechnology, PEO’s legislation lacks the flexibility needed to
accommodate ‘engineers’ working in new roles and in new industries".

These realities have brought Council acceptance that PEO has problems it cannot
fix, and that the answers lie in studies by outside "so-called" authorities, on
regulation and governance. Without Council defining or admitting the primary
concerns, which its leadership avoids by controlling discussion, the solutions are
Band-Aids.

Engaging an authority on regulation in the medical field with little grasp of the
history and culture of engineering, brought mostly administrative suggestions
easily accepted as adaptable to PEO operations. The notes on underlying issues
of engineering regulation which the reviewer couldn't help noticing were not so
easily or eagerly grasped and fell by the wayside.

The experts on governance, again with little grasp of the character of engineers,
have applied back-to-basic general rules. Having a practising lawyer as president,
who is seen as being trained and monitored in running council, the control of
agendas to virtually eliminate discussion, or to suppress alternate solutions, is
without precedence and diminishes the engineering profession.

In society today, regulation is an unacceptable restriction of the positive
disruptive nature of today's progress, (we are in a Uber world) and self regulation
is seen as self protection. The definition of engineering is no longer that of the
industrial age, (the application of science), and is only definable in such a broad
sense as to be incapable of regulation except as to demand side legislation.
Accreditation, the controlling of the education of engineers toward meeting old
definitions of topics to suit licensing and regulation, has stifled and is restricting
universities from the initiatives that this era demands.

Engineering is ubiquitous, is involved in every product, and in every piece of
software or hardware in the information technology arenas. An engineering
degree is the BA of the 21st. century, an entry into vast possibilities, many of
which, such as invention, innovation, business, finance, or administration, would
not be considered the practise of engineering. Less than one out of three
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engineering graduates will go on to the practise of engineering, however
generous is the interpretation of their work's engineering content. In licensing,
the internship requirements are too long and too prescriptive in an disruptive
world.

In any real practical sense, PEQ's future is solely in the licensing of engineers to
cater to demand side legislation. Notwithstanding PEQO's sporadic discipline
process, regulation of its licensees is now through legislation which the
government deems required for public safety, and through the courts for
breaches of contracts or laws.

What remains for engineers is still the yearning for belonging, recognition, and a
sense of community which was part of PEO's nurturing under the P.Eng. brand
pre-OSPE and which has supported PEO from its inception with selfless
volunteering. Now OSPE is the voice of engineers who wish to participate or not
in the furtherance of the profession and its recognition in the public arena. From
the review previously mentioned, "OSPE says about itself ‘We are the voice of
the engineering profession in Ontario. OSPE was formed in 2000 after members
of Professional Engineers Ontario (PEO) voted to separate regulatory and
advocacy functions into two distinct organizations. It seems however that PEO,
particularly through its Chapters, has been unwilling or unable to relinquish that
part of its original role. For example, PEO devotes considerable resources, and
its volunteers considerable amounts of time, to its Government Liaison
Programme. This programme lobbies the government and members of the
legislature. The PEO website describes it thus, ‘Ultimately, the long term desire
is that involvement in the Government Liaison Program sparks the interest of
more engineers to hold public office and have the profession's voice represented
directly at the decision-making table’. This is not a regulatory activity".

The learned societies, brought in mainly from the UK, have their own attraction to
those who want to share in specific areas of knowledge or emerging disciplines,
and the definition and voluntary support of these will evolve with the evolution or
revolution of the progress in society. If they become more active, Canadian
learned societies could provide the needed debate forums for the sharing of ideas
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on the profession in their areas and for the community ethos that we seem to
desire.

The challenge for engineers is in the unknowable future, now so clearly disrupted
by a simple virus. We are still a great profession with much to contribute. We
need to accept that when you are everywhere, you just don't stand out and will
only be recognised occasionally by a special contribution. Look at the recent
highways and bridges in China. Spectacular, the designers are government
departments. Engineers working there or here on such projects, or in the research
on a viral antidote, are working in teams, the reality for many years now which
makes the regulation of individuals with concepts like PEAK outdated. Engineering
fulfillment now has to be in the work, done professionally, and PEO, however it
survives as a limited regulator or licensor, is prohibited from its old role of
promoting the profession.

Yet PEO is really the only body to have the means to reach out to those engineers
who by their membership have shown they want to be part of an engineering
community, and to engage with OSPE in a new partnership. We deserve a
leadership that grasps the need for an interior, radical, revolutionary change, and
the uninhibited discussions and debates necessary to define the problems,
research the alternatives and bring consensus to solutions. Outsiders can't do it,
"we have met the enemy and he is us".

If the thrust of the paper is true, engineering must change if it has ambitions for a
major role in the future We must provoke/promote a discussion on the future for
our profession, it won’t have one if some bold steps are not taken now.
Something needs to happen to shake us as a profession into this now disruptive
world, we are past the Band-Aid solutions of outsiders, which are actually
regressive. The answers have to come from and be led from within the
profession.

We need to express our dreams for the future of our profession; the need for a
new definition of engineering as the technological innovative application of
science, with engineers as the leaders in transformational change (innovation),
and engineering education with an objective of equipping our graduates to be the
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go-to change agents and innovators in technology which will require adding
philosophy and psychology and the so-called soft aspects of strategic critical
thinking, problem solving and leadership.

It won't happen by administrative or governance changes, by restricting any
opinions contrary to set views, or by eliminating our history with restrictive
election laws. Despite the apathy to PEO today, it will only take a spark and the
emergence of an inspiring leadership, for the fire in the belly, already in so many
engineers for a seen, appreciated role in society's progress, to erupt.

It is up to us.
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Attachment #2

Extended Notes to Mar 20, 2020 Council Presentation
By Peter M DeVita, MASc, MBA, P.Eng., FEC
George Comrie, P.Eng., CMC

1 Preface

These notes support the presentation slides prepared for the Mar 20.2020
Mar 20,2020 PEO Council meeting with additional context PEO Counc,il Meeting
information. The Briefing Note for Council was edited by

George Comrie with suggestions and research provided by

me, Peter DeVita. Extra eyes on the work were provided by Roger Jones and Changiz
Sadr. The material was also reviewed by members of the EDTF as well as by PEO’s
Licensing Committee.

2 Introduction - Governing Engineering

We have recognized that unlike Law and Medicine, The Problem:

Engineering scopes of practice grow with new
science and technology. A surgeon can do surgery
using a stainless steel blade or with a Laser and X-
Ray machine. Either way, doing surgery remains as
the surgeon’s right to practice. For Engineering,
designing a process to make stainless steel is
radically different than designing Laser and X-Ray
machines.

change?

The issue of discipline

context.

It is not likely that humans will become all knowing,

How do we effectively govern and
regulate a skilled occupation whose
scopes of practice constantly expand
at an ever accelerating pace of

organizations of Engineering must be
understood in its global and historical

in the near future, hence, we come to our core
problem statement:

How do we effectively govern and regulate a skilled occupation whose scopes of
practice constantly expand at an ever accelerating pace of change?

There will be a constant stream of new engineering practices, each introduced at an accelerating rate and
subjecting the public to new engineering ‘works’ before humans can adjust.

We have reached a point in human history in which our technology is growing faster than our ethics and
moral values can take the changes into account.

In such context, how can engineering and related practices govern to proactively serve and protect the
public interest? This accelerating pace of change demands depth of understanding in each area of
practice. A general overview is not sufficient to expose the detail ‘street level’ issues that pervade all
engineering practices, including traditional ones.

The issue of discipline specific organizations of engineering must be understood
in its global and historical context.
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3 Overview

Here is what we will cover in this paper.

1) 1818: UK Start of modern Engineering.
2) 1922: APEO Act is Discipline Specific for next 50 years

3) 1952: Licensing Committee Proposed Engineering & Science Act;

Follow up committee did nothing.

3) 2002: Council PASSED motion to effectively create Our EEDC proposal, a Horizon Watching committee,

Never implemented.

4) 1999-2010: PEO has formally approves 4 new Disciplines of practice,

but no Exclusive rights to practice created.

5) Better serve the public and increase relevance by "enlarging PEO’s tent“

We need the will and determination to act.

The alternative is to shrink into a regulator of only traditional engineering.
6) The window for Cyber Systems Security will close rapidly.

If we don't act, we will lose it.

7) We missed software engineering because we were too slow.
Do not allow this to happen with Cyber Systems Security Engineering.

We will quickly scan 200 years of Engineering history to illustrate that the issue of
emerging disciplines has always been with us. PEO has had several initiatives on the

matter.

We will then paraphrase the key motions focusing on their meaning and intent.

4 UK History

Modern Engineering can be said to have
begun in 1818 with the formation of the
Institution of Civil Engineers, only two
generations since the Industrial Revolution
began. These were ‘civilian’ engineers as
distinct from Military Engineers. From the
beginning we have a new practice of
engineering splitting off from previous
practice. In 1847, the mechanical engineers
similarly decided that their practice was
sufficiently different from that of civil
engineering to merit their own Institution. In
1871 the electricals created their own

Founding | Organization Comment - discipline speciiciy
Date
186 | siuiond Cil Engneer(CF) | " Ittt Cvlian Enineer v Miltay Engne
1847 [Instituion of Mechanical Engineers | Mechanical Enginegrs vs Chvl
(MechE)
1871 | Instituion o Electical Engineers () | Not Mechanica
1922 {Insttution of Chemical Enginger { Notany of the othrs
(IChem)
2000 (Engnerng Counc 40 Institutes

institution. Telegraph and Radio Engineers (communications) also had their own
Institution but eventually merged with the IEE to create today’s Institution of

Engineering and Technology (IET).

Today, there are some 40 institutions in the UK reflecting the growth in engineering
practices. They affiliate through the Engineering Council providing a form of Registration
approaching the Canadian concept of a restricted practice. In his report in 2000 (UK),
Sir James Hamilton, did an extensive survey of 17 other countries to compare their
engineering professions those in the UK. The document is a good resource for PEO
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Councillors and committees to review. Hamilton concluded that while the Engineering
Council provided a method for all Institutions to connect, it fell short in coordinating

action with confusion around ‘who did what'.

5 Ontario Engineering Disciplines

Since its beginning in 1922, (A)PEO has had a continuing stream of initiatives that dealt
with the subject of how to handle new engineering practices as they were introduced.

The chart below lists some of the notable ones.

1922 APEO created Council is Discipline Specific for 50 yrs
elected, 65yrs appointed;
1952 Licensing Committee Eng & Sci Implementation Committee Created but no
Act Proposal further action
1996 Task Group on Emerging From Fundamental Review
Engineering and
Multidisciplinary Groups
1998-2002 | Engineering Disciplines Task DiStefan’s Motion passed in 2002 to create
Group (EDTG) a permanent Committee to identify new
engineering disciplines
2000-2002 | Ontario Software Engineering Council agreed to consider licensing of other
Task Force (OSWET) classes of applied scientist or technologist
2002-2006 | External Groups Task Force Consider concept of governing allied applied
science practitioners; joint work with CIPS to
focus on Software Engineering issue;
2008 - | Emerging Disciplines Task Force | Nano Molecular Engineering and Cyber
present (EDTF) 2010 recognition of NME | Systems Security Engineering (former CIE )
& CIE
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6 APEO 1stCouncil in 1922

The APEO was created in 1922 as a [ —
L L N resident Branch of Chemical Engineers
Discipline Specific Council Charles Hamilton Mitchell, of Toronto
icti iccinli James Watson Bain, of Toronto
COﬂSIStlng of 5 dISCIp“neS called Vice-President Stafford Frederick Kirkpatrick, of Ottawa
Branches. Each Branch had 2 Robert Alexander Bryce, of Toronto Harold Van der Linde, of Toronto
elected and 1 AG appOinted Branch of Civil Engineers Branch of Electrical Engineers
Councillor from their Branch. These
Branch Councillors were the gate Willis Chipman, of Toronto Henry U. Hart, of Hamilton
. . John Bow Challies, of Ottawa Frank Richard Ewart, of Toronto
keepers for their Branches. They did Andrew Wellington Gray, of Westport Morris James McHenry, of Walkerville
the admissions and the ejections T I
UNTRT - . ranch of Mechanical Engineers ranch of Mining Engineers
(Discipline Panel idea) for their ; i
Branches. One could only get their Henry G. Acres, of Toronto George Reginald Mickle, of Toronto
. Harry Holborn Angus, of Toronto H. E. T. Haultain, of Toronto
P-En_g- via Or_]e OE these Branches Arthur Knowlton Spotton, of Galt (now James McEvoy, of Toronto
and its Councillors™. Guelph)
. . Figure 1: 1922 APEO Council
Over time, new practlces were

emerging so that the 1922 structure could not handle all the new areas of practice. At
first these were added to existing Branches. Creating new Branches and new
Councillors for them would have significantly increased the size of Council. There were
7 to 9 specific engineering practices by 1969 when the new Act did away with discipline
specific branches and created the 5 geographic regions we have today. While questions
remained about computers and software it was clear that a major new practice was
happening. IBM introduced its 360 Series in 1964. It included a major 5000 man year
software project. This series was the most influential computer launch ever in computer
history opening the door for companies of any modest size to own a computer.
Something big was happening. Given history to this point and obvious new
developments, PEO had to either expand Council or change its structure.

The 1969 Act changed the elected Councillors to regional representatives rather than
branch representatives. The Engineering LGA appointees remained discipline specific
until the 1984 Act change. However, volunteers and staff did not seem aware of this
change given that | was appointed as the Civil Engineering Branch LGA in 1990 even
though | was an Electrical Engineer. Appointees after me did away with being discipline
specific as there were far more disciplines than the 7 appointees allowed by the Act.

For the first 50 years of PEO history, we had discipline specific councillors elected.
Appointees were chosen for about another 65 years. This is more than half of PEO’s
existence. Perhaps the profession threw the baby out with the bath water?

! The notion of being Discipline Specific was a strong factor in the profession in the 1920’s. The original
Canadian Society of Civil Engineers was formed in 1887 and centered in Montreal was seeing
considerable turmoil and unrest. The engineers of the day saw themselves as being more than only Civil
Engineers and demanded that their Society reflect this. As WW1 ended, Engineers across Canada re-
organized the CSCE into the Engineering Institute of Canada in 1918 with discipline specific practices
recognized. Within a year, The EIC legislation committee created the Model Law which became the basis
of all the Provincial Acts in the early 1920s. the APEO was one of these new regulatory bodies. It could
not have been shaped any other way but to be discipline specific.
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7 Practices Bordering Engineering

The graphic in Figure 2 below illustrates that there are other practices bordering
engineering also growing. Several of these crossed into engineering work. The
structural engineering and architect conflicts (part of Building sector) were legendary
and eventually had the AG step in to mediate these destructive conflicts.

Friction in these border areas still exists today, at least in the field at the ‘street level'.

Figure 2: The Growing Interactions with Bordering Practices

8 1952 Licensing Committee Proposal

Our retired Editor in Chief and archivist, Connie Mucklestone, wrote a historic summary
of PEQ’s interactions with the concept of Umbrella Legislation in 2000 while | served as
President of PEO. In this report, she shows that the Engineering Profession recognized
all these factors of growing Engineering Disciplines and bordering areas of practice
going back to the 1950s.

In 1952, the Licensing Committee brought their proposal to Council as shown in Figure
3. They proposed that the APEO Act of the day be totally scrapped and that a new Act
replace it that would include the science disciplines to govern engineers and other
applied scientists. The structure mirrors Canada’s Federal — Provincial structure with
each level having specific responsibilities. Each Science Council would have 2 elected
and 1 appointed representative for their practice. This matches the structure in
Engineering with their 5 Branches at that time (recall that APEO was still a discipline
specific Council at this time). Such a structure could accommodate growth of new
“Qualification Councils”. Indeed, even new engineering branches could be
accommodated as a new ‘Qualification Council’.
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This structure is truly far ahead of its time. It is similar in approach to the Health
Disciplines Act which was introduced some 40 years later!

Unfortunately, the committee created to implement this proposal never proceeded.

Engineers and Scientists Act
-Common Board of Examiners established
-Creates sections for each profession
-Section Councils meet together once annually

Engineers section Geologists Chemists Foresters Physicists
definition definition definition definition definition
qualifications qualifications qualifications qualifications qualifications
Council Council Council Council Council

Figure 3: 1952 Licensing Committee Proposed a form of Umbrella Legislation

9 2002 DiStefano Motion of the EDTG

We suggest that the Ontario Engineering profession took a wrong turn in 1969.,The
pressure to be discipline specific and to somehow address the emerging areas of
practice, will never go away. It is equivalent to a force of nature, perhaps human nature.
We can ignore it for a time but it will always be there and growing at an accelerating
rate.

In 1996, under the guidance of President Bob Gillespie, PEO underwent a
‘Fundamental Review” . What did regulating the Profession mean? What should PEO
be doing and what should PEO NOT be doing? The latter question gave momentum to
the chain of events that eventually created OSPE. The first question led to considering
emerging and multi disciplinary practices. The Engineering Disciplines Task Group
(EDTG) came out of these considerations.

This task force was chaired by software engineer, Bruno DiStefano, and aided by other

notables of the day. They reported back to Council in Feb 2002 under the President G.
Sterling, and staff support of Johnny Zuccon, today’s Registrar.
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Here is the motion passed by Council:

That Professional Engineers Ontario

e [Establish a permanent committee to monitor the qualifications and experience of applicants
and job advertisements to identify new engineering disciplines, or, alternatively, task staff
to do this;

e Apply the outlined process for defining a body of knowledge to identified new engineering
disciplines;

e  Promptly identify an area of exclusive practice for the licensed practitioners of any new
engineering discipline and work with government to secure appropriate demand-side
legislation.

e Implement enforcement processes in relation to new engineering disciplines with legislated

exclusive scopes of practice;
Examine a discipline-specific licensing model.

Most of these initiatives are at the policy level so staff would not be able to do much
except monitor news items asking for new types of engineering and reporting this to the
standing committee. This motion is essentially the same in its intent to what EDTF is
proposing to Council with the EEDC. In effect, the EEDC was created in Feb 2002.
What we are really asking now is that this committee be implemented.

The 2002 motion creates a horizon watching committee to * monitor new engineering
disciplines, to define their body of knowledge, secure demand legislation and to
implement enforcement processes.” As well, it proposes that PEO again examine (or re-
examine) the concept of a discipline specific licensing model.

This proposal and motion was passed in 2002 but never implemented. However,
Council today in 2020 has the opportunity to pick up where we left off in 2002.

10 PEO Recognitions

Since 2002, PEO has in fact recognized 4 new areas of practice. The work of
successive task forces are summarized in the Council approvals listed below.

1. Software Engineering - Council motion Dec 1999 (PEO working with CIPS since
2002 re practice issues)

2. Bio-Engineering (Nov 2001)

3. Nano Molecular Engineering (April 2010)

4. Communications Infrastructure Engineering (Oct 2010), now called Cyber
Systems Security Engineering (CSSE)

While these were clearly accepted by PEO Councils to be part of the practice of
Engineering, they unfortunately were left with

No Demand Legislation, and
No Exclusive Rights to Practice.
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It seems that the Profession has moved a long way from the 1920’s where the reasons
for wanting a Engineering Licence were understood. We have fallen short of what is
truly needed to ensure that all engineering practices ‘serve and protect the public
interest’.

11 Today’s Motions/Initiatives
There are 3 core purposes in the proposed initiatives.
1. PEO must decide if it wishes to effectively regulate and license all engineering
practices, or only the traditional practices — shrink or grow?
2. Implement the Committee created in Feb 2002.
3. Approve the roster of CSSE experts to be on the first working group of EEDC.

These are discussed in more detail below.

12 Enlarge the Tent or Not = Shrink or Grow?

This is the key philosophical motion that will guide PEQO’s future direction. Does PEO
wish to properly regulate all engineering practice or devolve to regulate only the
traditional areas of practice?

Should we decide to shrink PEO, we must also have the grace to assist those who are
left out to create a new regulatory body that will govern and license these practices.

13 The Statistics
Grow over

It is important to know how much we 300%

are talking about in either shrinking or

growing. 300,000 ———ftof Engineers in Ontarip-2016

The graphic, Figure 4, shows the aso000 | &status of theik E“Smé g Degree
statistics compiled by Prism for OSPE WP Eg's with Hghts
in 2016. The principal of Prism is o )} . ~ topractice
John O’Grady who has been doing mTotal # of PEO
Engineering surveys for CCPE —

# people with
Engineering Degees

(EngCan) for over 20 years.

50,000 ——— ——

The blue bar shows the number of - -
engineers who MUST have their REnseTORNeY
P.Eng. in order to practice. This is

Figure 4: Shrink or Grow PEO? That is the question.
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what it means to have a proper licence to practice.

The green bar shows all those in Ontario who have engineering credentials. This is a
combination of Ontario graduates and immigrant engineers. It should also be noted that
only about 30% of recent graduate have been able to get an engineering job. So about
2/3s of graduates will add to the green. This means that the green bar is growing twice
as fast as the red bar, PEO’s members, and considerably faster than the blue bar. PEO
is already in the irrelevant zone and this is getting worse.

PEO can shrink to ¥ of its current size or elect to grow to over 300%. This does not
include scientists who are applying their discoveries to works that impact humans, that
is, they are doing engineering. The number of science graduates significantly
outnumbers the number of engineer graduates.

14 Implement the Emerging Engineering Disciplines Committee of 2002

Our original motion formulated in the Briefing Note proposes creating a new Committee.
It was only later that we recognized that this committee was actually created in 2002.
Hence, we only need to appoint people to the committee and provide it with resources
to proceed. A new committee is not needed.

15 Cyber Systems Security Engineering (CSSE) Work Group

This motion officially recognizes the proposed roster of experts to participate on this
Working Group of the EEDC. This is a very important initiative. Ontario and Canada are
in jeopardy with respect to Cyber attack. We have been fortunate to have gathered
some of the top experts in Canada who want to help the profession deal with this
national security threat.

Keep in mind that if PEO elects to shrink to only govern traditional disciplines this area
or practice will seek immediate alternatives. The threats to the public interest are far too
great to wait any longer. Certifying bodies have already begun. As these grow into
Canada, it will be a natural extension for them to adopt the concept of Canadian self-
regulation.

In short, this working group cannot wait to be created. If PEO is not willing to act now, it
will grow out of our control, much like Software Engineering.

We should not let this happen. The engineering experts want to work with us and
we know what to do.
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Proposed Roster for the CSSE Working Group of EEDC

Name

Affiliation

Daksha Bhasker,
P.Eng., CISM, CISSP,
CCSK

Core network security analyst — formerly
with Bell Canada, now with Comcast

George Comrie, P.Eng.,
CMC, FEC

EDTF/CIE Chair, cyber security consultant

Peter DeVita, MASC,
MBA,P.Eng., FEC

EDTF Chair

Tyson Macaulay, LEL

Cyber security consultant and text author

Parisa Mahdian, P.Eng.

OPG, Smart Grid, 10T Cyber issues

Mike Rowland, P.Eng.

International cyber security expert with
Sandia Labs, USA

Changiz Sadr, P.Eng.

Cyber Security consultant, formerly with
Symcor

Larry Stoddard, P.Eng.

Communications Security
Establishment/Canadian Centre for Cyber
Security

Chris McMullen, P.Eng,

DND, Cyber Security
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Attachment #3

Briefing Note — Decision C-532-

Regulation of Non-Traditional Engineering Disciplines

Purpose: To establish mechanisms for effective regulation of emerging and non-traditional
engineering disciplines, subdisciplines, and scopes of professional practice, including creation
of a standing committee on emerging engineering disciplines that would replace the existing
Emerging Disciplines Task Force (EDTF), and expansion of its CIE / CSSE Task Group.

Motions to consider: (requires a simple majority of votes cast to carry)

1. That the progress report of the Emerging Disciplines Task Force (EDTF) and its task
group on Communications Infrastructure Engineering (CIE) in Appendix A be
received, and its recommendations considered.

2. That Council make a policy decision to “enlarge PEO’s tent” to include emerging
and non-traditional disciplines, subdisciplines, scopes of practice, and controlled
acts that are deemed to be the practice of professional engineering within the
meaning of the Professional Engineers Act, and to implement structures,
mechanisms, processes, and programs to regulate their practice and practitioners
in an effective manner and without delay.

Revised #3
Whereas Council in Feb 2002 passed a motion creating a Standing committee to
effectively monitor emerging disciplines and propose methods to integrate these into the
Engineering profession as reproduced here,

o “Establish a permanent committee to monitor the qualifications and experience of applicants
and job advertisements to identify new engineering disciplines, or, alternatively, task staff to
do this;

o Apply the outlined process for defining a body of knowledge to identified new engineering
disciplines;

e  Promptly identify an area of exclusive practice for the licensed practitioners of any new
engineering discipline and work with government to secure appropriate demand-side
legislation.

e Implement enforcement processes in relation to new engineering disciplines with legislated
exclusive scopes of practice;

e Examine a discipline-specific licensing model.”

Be it Resolved,

That Council implement the decision by PEO Council in Feb 2002 under President
Sterling and moved by Bruno DiStefano,

And,
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That the committee be known as the Emerging Engineering Disciplines Committee (EEDC),
and, that the initial and with initial membership as outlined in Appendix C., and, be
constituted as per the draft terms of reference in Appendix B, to be reviewed at the
first meeting of the EEDC and to make changes as necessary within the context and purpose
of this initiative.

3——(part of revised #3)

4. That Council authorize the ex-budget expenditure of $10,000. in 2020 for the
Committee’s and Task Group’s operation.

5. That Council approve the roster and 2020 workplan of the CIE / CSSE Task Group
under the new Committee, as set out in Appendix D.

6. Contingent on Motions 2., 3., 4., 5., and 6. being passed, that Council stand down

the Emerging Disciplines Task Force with thanks, upon appointment of the EEDC at
a future meeting.

Prepared by: Peter DeVita, P.Eng., FEC, -- Chair, Emerging Disciplines Task Force
George Comrie, P.Eng., CMC, FEC — Chair, CIE Task Group

Motion Sponsor: Councillor Guy Boone, P.Eng.
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Need for PEO Action

Engineering is fundamentally different from most other senior professions by virtue of its large
number of scopes of professional practice and areas of specialization, which number in the
hundreds. This should not be surprising, given that engineering is fundamentally applied
science, and that scientific / technical knowledge and its application are expanding
exponentially. The scopes of professional practice that are associated with traditional
engineering activities — particularly those that are defined in legislation as requiring a licensed
professional to sign, seal, or otherwise take responsibility for the work — are relatively well
established from a regulatory point of view, and are generally well understood and accepted
on the part of practitioners, their employers and clients, and PEO as the regulator. They are
also supported by established academic programs that have been designed to prepare
practitioners for them.

On the other hand, scopes of practice that are on the periphery of the core engineering
disciplines, or are entirely new, are often not well understood or accepted by industry or the
profession. In many cases, even their practitioners do not see their work as the practice of
professional engineering because they do not enjoy exclusive scopes of practice that are
enforceable, and are therefore not inclined to seek or maintain licensure.

Those who do seek licensure may face challenges convincing the regulator (PEO) that what
they are doing constitutes the practice of professional engineering, or that it meets the
licensing criteria for acceptable engineering experience. Even if they are graduates of
accredited engineering programs, their knowledge and skill in the emerging discipline will not
likely have been acquired in academia, but rather on the job. PEQO’s approaches to evaluating
experience are evolving slowly to address this problem, but in recent years Council has heard
numerous complaints about the challenges some applicants face — even in some of the more
traditional engineering disciplines.

The fundamental question being raised by the Task Force in this briefing note is this: What is
PEO's commitment to “enlarging its tent” as a regulator? (i.e., to including areas of applied
science on the periphery of the traditional engineering disciplines within its regulatory
umbrella)

This is far from a new question for PEO Council, as documented in an unpublished paper by
PEQ’s former Editor of Engineering Dimensions and Director of Communications Connie
Mucklestone entitled Regulation of Occupations Allied to Engineering in Ontario:

Historical Overview and Explanation of Terms that traces the discussion back to 1952. In the
late 1990s, Council debated whether or not to include the practice and practitioners of
geoscience within its purview, as has been done by a majority of Canadian engineering
regulators. In the end, Council’s decision was not to include the geoscientists, and they were
left to form their own professional licensing body: Professional Geoscientists Ontario (PGO).
Some consider this decision a missed opportunity for PEO. In 2002, Council again debated
whether or not to license engineering technologists with limited scopes of engineering
practice, and this time, the decision — based on a report of the Engineering Technologist
Licensure Task Force - was “yes”. That decision, albeit a long time in implementation because
of government delays, saved PEO from much of the turmoil and conflict experienced by PEQO’s
counterparts in Alberta and BC over the same issue.
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For the past thirty years, PEO has had an almost continuous succession of task forces that have
considered the regulatory aspects of various emerging engineering disciplines and applied
science disciplines that are allied to engineering. Their recommendations — many of which
were accepted by Council - are particularly relevant here. These include:

(i)
(ii)

(iii)

(iv)
(v)

(vi)

Committee for the Professional Registration of Geoscientists in Ontario: 1989-1998

Task Group on Emerging Engineering and Multidisciplinary Groups: 1996
Established in November 1996 as part of PEO’s “Fundamental Review”, this task group
recommended the creation of an Engineering Disciplines Task Group.

Engineering Disciplines Task Group (EDTG): 1998-2002
Established in March 1998 and chaired by Dr. Bruno DiStefano, P.Eng., this Task Group
looked into regulation of then emerging areas of engineering practice, in particular
software engineering, with a view to how PEQ’s licensing criteria and process could be
modified to deal with their applicants for licensure more effectively and fairly. Council
received its final report with recommendations on February 28" 2002 and passed the
following motion: That Professional Engineers Ontario

e Establish a permanent committee to monitor the qualifications and experience of applicants
and job advertisements to identify new engineering disciplines, or, alternatively, task staff to
do this;

e Apply the outlined process for defining a body of knowledge to identified new engineering
disciplines;

e Promptly identify an area of exclusive practice for the licensed practitioners of any new
engineering discipline and work with government to secure appropriate demand-side
legislation.

e Implement enforcement processes in relation to new engineering disciplines with legislated
exclusive scopes of practice;

e Examine a discipline-specific licensing model.

Technologist Licensure Task Force: 1999-2002

Ontario Software Engineering Task Force (OSWET): 2000-2002
On September 16, 2000 Council established the Software Engineering Task Force to
prepare a reasoned response to the CCPE — AUCC proposal to create a joint Software
Engineering Accreditation Board (SEAB). The Task Force completed this task, but
although the SEAB was never created, the engineering profession’s ability to regulate the
practice of software engineering remained in doubt. As a result, on March 26", 2001
Council empowered OSWET to hold discussions with the Canadian Information Processing
Society (CIPS) and other groups representing the information technology community
regarding the possible licensing of applied computer scientists with the following motion:
That Council agree in principle to hold discussions that may lead to the licensing of
other classes of applied scientist or technologist by our Association under our Act.

External Groups Task Force: 2002-2006
At the same meeting, Council determined that the review of the regulation of other
applied scientists should be handled by a super task force, with OSWET and the
Technologist Licensure Task Force as subcommittees. The motion passed was:
That Council create a super task force to study the public interest implications of
alternative models for governing allied applied science practitioners.
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As a result, OSWET became known as External Groups — Software, and its discussions with

CIPS National and CIPS Ontario continued through 2006. The agreed upon goal of these

discussions was to:

e Define the world of software practice and come to an understanding of common terms
that describe this field;

e Define standards of practice;

e Determine if there are areas of practice that are amenable to licensing or certification.

A white paper was prepared and received by Council in June, 2004.

(vii) Emerging Disciplines Task Force (EDTF): 2008 - present

To proactively embrace emerging disciplines is also a “watershed” decision that is fundamental
to PEQO’s future as a regulator. With the rapid advances in applied science and technology, the
number of new scopes of professional engineering practice can be expected to continue to
increase. Many of these scopes of practice will embody significant risks to the public, and
ought to be regulated. If PEO chooses not to embrace them and regulate them effectively,
PEO will continue to lose relevance and influence as a regulator, and over time will regulate a
smaller and smaller percentage of engineering activity. One can imagine a scenario in which
PEO devolves to represent only those professional engineers in the traditional building-related
engineering disciplines who must be licensed in order to practise them.

The engineering subdiscipline highlighted in much of this report — Communications
Infrastructure Engineering (CIE), or Cyber Systems Security Engineering (CSSE) as it is
more commonly referred to — is probably the best example of an emerging discipline
that requires effective regulation to protect the public from the severe consequences
of system security breaches that are in the news on a weekly basis. These scopes of
practice will inevitably be regulated in the public interest, and soon. PEO is clearly
the best positioned and equipped entity to regulate CIE / CSSE, and much good work
has already been done to prepare PEO to do so. But if PEO chooses not to embrace
these and other emerging disciplines and scopes of practice, some other entity will be
created to regulate them, and PEO’s opportunity to do so will be lost forever.

As previously noted, PEO’s current Task Force on Emerging Disciplines (EDTF) has been in
existence since 2008. EDTF spawned two Task Groups to deal with Nanomolecular /
Nanomaterials Engineering (NME) and Communications Infrastructure Engineering (CIE)
respectively, both of which were declared by Council to be the practice of professional
engineering in 2010. Both subgroups had original workplans consisting of two phases that
included consulting with academic and industry, defining scopes of professional practice and
core bodies of knowledge, and developing recommendations as to how PEO should regulate
them effectively. The NME subgroup submitted a report on its Phase | work in April of 2010,
and a final report at the conclusion of its Phase Il work in November of 2013, after which the
subgroup effectively disbanded. The CIE subgroup submitted its Phase | report in September
of 2010, and the executive summary of a planned Phase Il report as a progress report in
November of 2013.

The CIE Task Group’s Phase Il work involved extensive consultation with industry and

government agencies in the telecommunications sector regarding regulatory aspects of CIE and
the need for licensure / certification of practitioners. Because of this work, an opportunity
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arose for the Task Group to conduct a pilot project on licensure of existing practitioners with
varying backgrounds, many of who were employed by Bell Canada in its Core Networks Group.
With the support of the Registrar and staff in the Licensing and Registration Department, a
group of over 40 potential applicants for P.Eng. and Limited licences were triaged, and those
that applied were monitored through the assessment process. In the course of this exercise, a
number of new applicants with CIE /CSSE scopes of practice were licensed, and PEQO’s internal
licensing processes were refined to deal with such applicants.

This work constituted a third phase of the CIE Task Group’s work. It also involved extensive
consultation and collaboration with external experts, including PEO licensees who are cyber
security experts in the Canadian Computer Security Establishment (CSE, part of DND). In the
process, much valuable information was learned concerning what PEO needs to do to regulate
CIE / CSSE effectively, and how to deal proactively with new and emerging disciplines in
general. As it turns out, to embrace an emerging or non-traditional discipline requires focused
activities such as extensive external outreach that are not part of PEO’s normal licensing
protocols for established disciplines.

The work required to regulate CIE / CSSE effectively is far from done. The appended report
outlines a number of steps that remain to be completed, including refining the scopes of
practice / controlled acts, refining the core body of knowledge, and introducing curriculum
components into accredited engineering programs that deal with security in general and cyber
security in particular. For this reason, the CIE Task Group should be continued and revitalized
as a working group under the proposed new standing committee.

Proposed Action / Recommendation
1) Make a Commitment in Principle to “Enlarge PEQ’s Tent”

This is the fundamental decision on which everything else in this Briefing Note stands: to make a
commitment to regulate emerging and non-traditional engineering disciplines, subdisciplines, and
scopes of professional practice — and their practitioners — in an effective and timely manner.

It has profound implications for most of the other major decisions facing PEO Council, including some
related to recommendations in the recent external regulatory review. If PEO intends to include and
regulate practitioners of scopes of engineering practice on the periphery of the traditional scopes of
engineering practice, it must change certain aspects of its core regulatory rubric, processes, and
programs. If, on the other hand, PEO is content to confine its regulatory purview to the well-
established scopes of engineering practice, then less dramatic change is required.

One thing we have learned from PEQ’s past attempts to embrace emerging disciplines such as
software engineering and nanomaterials engineering is that it is completely ineffective to declare
scopes of engineering practice to be the practice of professional engineering without having in place
concrete plans and resources to implement the changes necessary to integrate them in a timely and
effective manner. In addition, a licence is only effective if it has well defined rights to practice that
can be enforced. This typically requires demand-side legislation or other regulatory regimes that
ensure the involvement of licensed practitioners in the work.

For these reasons, the fundamental decision as to whether or not to “enlarge PEQ’s tent” should be
made before taking other actions in response to the external review, not after.
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2)

3)

Replace EDTF with a Standing Committee on Emerging Engineering Disciplines

PEO needs to create a standing committee to identify emerging and non-traditional engineering
disciplines, subdisciplines, and scopes of professional practice and guide the process for their
effective and timely regulation by PEO. The new committee would succede the existing Emerging
Disciplines Task Force (EDTF), which would be stood down. History has demonstrated clearly that
the work required to identify and incorporate emerging disciplines is not a one-time project suitable
for a task force, but rather ongoing, and requiring a long-term commitment.

The proposed structure for the new Emerging Engineering Disciplines Committee is analogous to that
of the Licensing Committee and the Professional Standards Committee, in that it would have the
ability to spawn (with Council approval) task groups of limited duration to deal with specific
disciplines, subdisciplines, and scopes of engineering practice that have been identified as falling
within PEQ’s purview and are not presently being regulated effectively.

Launch the Next Phase of PEQO’s Pilot Project to Bring CIE / CSSE Fully Into PEQ’s Tent

As described in Appendix A, PEO has made substantial progress over the past several years at
incorporating the CIE / CSSE scopes of practice and their practitioners into PEQ’s regulatory rubric.
CIE / CSSE is our best example of an emerging engineering discipline, in that:

e Itis truly emerging, and evolving rapidly;

e Itis largely unregulated at the present time, and has few professional standards;

e |ts existing practitioners have acquired most of their knowledge and skills on the job;

e |ts leaders recognize the need for engineering discipline;

e Itis of critical importance to the safety and well being of society.

Treating this emerging [sub]discipline as a pilot project has enabled significant accomplishments in
terms of adapting PEO’s licensing requirements and processes to accommaodate applicants who
would otherwise be “outliers” in our traditional admission system.

This initiative would provide for the continuance of the Task Group on Communications Infrastructure
Engineering (CIE) / Cyber Systems Security Engineering (CSSE), with an expanded roster, under the
new Committee.

It would further provide for the continuance of the pilot project to complete some of the outstanding

work required, including:

e Revision of the CIE / CSSE Core Body of Knowledge (CBOK);

e Incorporation in accredited engineering programs of core knowledge components related to
security in general, and cyber security in particular;

e Establishment of a CIE / CSSE specialist designation;

e Establishment of virtual CIE / CSSE practice working group consisting of all willing PEO licensees
practicing in the field;

e Significant further outreach to industry, practitioners, government agencies, and academia;

e Determining what demand-side legislation is required at both the provincial and federal levels.
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Next Steps (If Motions 2. through 5. are approved)

Motions 2. through 5. are presented separately for purposes of Council debate and possible refinement,
but are essentially inseverable.

The foundational policy decision represented by Motion 2. is necessary, but not sufficient, to accomplish
the intended objective (i.e., to facilitate the effective and timely regulation of emerging and non-
traditional engineering disciplines, subdisciplines, and scopes of professional practice). By itself, Motion
2. is impotent.

Needless to say, if motion 2. is not passed, the remaining motions need not be considered. In the
event that Council decides not to move forward with this initiative, practitioners in emerging and non-
traditional areas of engineering practice may seek alternative regulatory mechanisms outside of PEO to
enhance their professional status and ensure that the public interest is served.

Motions 3., 4., and 5. enable the constitution of the new Emerging Engineering Disciplines Committee
(EEDC) which will meet, elect a Chair and Vice-Chair, and commence its work. Its first tasks will include:
e To review its Terms of Reference and recommend any changes to Council for approval;
e To prepare a Work Plan and HR Plan for 2020 for Council approval.

Motions 3., 4., and 5. provide the necessary framework for developing the Council decisions that must
follow, such as:

(a) What specific areas of practice should be included in the “enlarged tent”, and how they
should be defined

Besides Communications Infrastructure Engineering / Cyber Systems Security Engineering,
other examples for early consideration would include:

e Software Engineering

e Industrial / Systems Engineering

e Bio /Biomedical / Biomaterials Engineering

These are suggested because:

e Council has long ago declared each to be the practice of professional engineering within the
meaning of the Act;

e With the notable exception of CIE / CSSE, academia has already embraced them and our
accredited engineering schools are already offering degree programs in them;

e PEO is not regulating a significant percentage of their practitioners at the present time;

e PEO does have a core base of licensed practitioners in each field on which to build.

(b) What changes are necessary to PEO’s regulatory rubric, policies, programs, and procedures in
order to embrace and regulate them

Based on the Task Group’s experience to date with CIE / CSSE, PEO must undertake the
following in order to achieve the objective of integrating emerging and non-traditional areas of

practice:

e Careful definition of targeted scopes of practice (what work is included, and what isn’t);
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e Discipline-specific specialist designations;

e OQutreach to industry and existing practitioners;

e Qutreach to academia, including the colleges;

e Discipline-specific competency frameworks for experience evaluation.

Even more fundamental aspects of PEQ’s current regulatory rubric may need to be examined in
order to deal appropriately with licensees in “marginal” areas of practice, such as graduates of

accredited engineering programs working in management consulting, banking and finance, law,
etc. Potential changes could include separating the title from the licence, and introducing new

classes of licence or discipline-specific licences.

Motion 6. authorizes the reconstituted CIE / CSSE Task Group to continue its remaining work.

Policy or Program Contribution to PEQO’s Strategic Plan

These initiatives will contribute to the following three high-level objectives in PEQ’s 2018-
2020 Strategic Plan:

e Objective #3 — Enhance PEO’s public image

PEO will be seen by industry, governments, and practitioners as a leader in public
protection for faithfully discharging its mandate to serve the public by addressing one of
society’s most serious threats to its security.

e Objective #5 — Increase influence in matters regarding the regulation of the profession

PEO will begin to fulfil its legislated mandate to regulate the whole practice of
professional engineering, not just the traditional areas of practice which by most
estimates account for significantly less than half of all engineering practice in Ontario.

e Objective #6 — Augment the Applicant and Licence Holder Experience

PEO will enhance its licensing outreach, criteria, and processes to more readily attract
and include practitioners in non-traditional and emerging areas of practice. These would
include our own engineering graduates, many of whom do not see PEO as relevant to
their careers.

Financial Impact on PEO Budgets (for five years)

Operating Capital Explanation
Current $10, 000. S Funded from Reserves (Council discretionary
to Year funds)
End
2" $20,000. To be included in 2021-2022 Operating Budget
for operation of Committee and Task Group(s)
$200,000. | To be included in 2021-2022 Capital Budget for
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Public Information Campaign
3" $30,000. To be included in 2022-2023 Operating Budget
for operation of Committee and Task Groups
$200,000. | To be included in 2022-2023 Capital Budget for
Public Information Campaign

4™ and $40,000. To be included in 2023-2024 Operating Budget
thereafter for operation of Committee and Task Groups
$200,000. | To be included in 2023-2024 Capital Budget for
Public Information Campaign

Human Resource Implications

As noted in Appendices B and C, the volunteer rosters of both the Emerging Engineering
Disciplines Committee and the CIE / CSSE Task Group need to be expanded and refreshed.
Since their inception, the Emerging Disciplines Task Force and its CIE Task Group have
enjoyed the support of PEO’s Manager of Policy, Jordan Max, who has contributed
extensively to their administration, as well as their outreach and networking efforts.

For their continued operation, equivalent staff support will be required on an ongoing basis
at a level of approximately 1/4 FTE.

Peer Review & Process Followed

Process e Repeated attempts made during 2017-2018, 2018-2019, and 2019-2020 Council
Followed terms to make a presentation at a Council plenary session.
e Briefing Note placed on Council agenda for March 20", 2020 regular meeting

Peer Review | o Existing members of Emerging Disciplines Task Force (EDTF) and Communications
Infrastructure Engineering (CIE) Task Group

Appendices

e Appendix A — Progress Report of Task Group on Communications Infrastructure Engineering (CIE)
e Appendix B — Draft Terms of Reference for Emerging Engineering Disciplines Committee (EEDC)

e Appendix C— Proposed Initial Roster of Emerging Engineering Disciplines Committee (EEDC)

e Appendix D — Roster and 2020 Work Plan of Reconstituted CIE / CSSE Task Group
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C-532-
Emerging Disciplines Task Force (EDTF) Appendix A

Communications Infrastructure Engineering (CIE) Task Group

PROGRESS REPORT

1. Introduction and Overview

This is the third report of the Communications Infrastructure Engineering (CIE) Task
Group of PEO’s Emerging Disciplines Task Force (EDTF).

Our first (Phase ) report was issued in July 2010. The Phase | report demonstrated the need for
- and the public interest inherent in - the establishment of a CIE field of engineering practice in
Canada. It attempted to define:
¢ the impacts associated with protection of communications infrastructure and other critical
infrastructures dependent on communications infrastructure,
¢ the core body of knowledge that should be mastered for competent CIE practice, and
¢ the scope and limitations of that practice.

In response to the Phase | report, Communications Infrastructure Engineering was
accepted by PEO's Governing Council as the practice of professional engineering in
September 2010.

The principal purpose of the Task Group’s Phase Il work was to give real meaning to licences to
practise in this field by identifying (i) scopes of exclusive practice in CIE, and (ii) actions
necessary for PEO to regulate the practice of CIE effectively. Our goal was to answer the
guestion:

"What will it take for the self-regulating engineering profession to embrace the practice of
CIE within its regulatory fabric, and to establish itself as a leader in the protection of our
society's critical communications and network-dependent infrastructures?"”

In its early days, the Task Group attempted to track and document the ever-increasing
incidence of cyber security breaches with their associated vulnerabilities, attack
vectors, mitigation strategies, and losses — but this proved to be an overwhelming task
for a small group of volunteers. Fortunately, both public and private organizations have
emerged in the burgeoning cyber security industry that investigate, track, and
communicate such information for the benefit of those who are trying to protect their
data and systems. Suffice it to say that the almost constant media coverage of cyber
abuse is making the general public much more aware of the inherent risks to their
privacy and security of our on-line way of life.

At its inception, the Task Group debated what to call the emerging discipline it was
dealing with. The first iteration was Communications Infrastructure and Networking
(CIN), which soon gave way to just Communications Infrastructure Engineering (CIE).
Recently, the Task Group has debated at some length whether this nomenclature
depicts adequately the nature and importance of the discipline. Most CIE practitioners
would refer to what they do as cyber security, a term that more likely has meaning to
members of the general public. As a result, we are leaning towards calling it Cyber
Systems Security Engineering (CSSE), as term that has gained acceptance in the U.S.
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and other jurisdictions. Throughout this report, we will use the terms CIE, CSSE, CIE /
CSSE, and cyber security interchangeably.

2) Stakeholder Consultations

Our initial step in Phase Il was to consult extensively with interested stakeholders -
both within and outside the engineering profession - to broaden our understanding of
the environment in which CIE is taking place and to obtain their feedback on the
concepts developed in our Phase | work. The Phase | report was distributed widely
to a range of potential stakeholders, with a request for comments. The distribution
was followed up with offers to meet with interested stakeholders to present PEO's
position on CIE and to hear and understand their reactions. The following meetings
/ presentations were conducted, resulting in much useful feedback.

o PEO Academic Requirements Committee (ARC)

PEO Experience Requirements Committee (ERC)

¢ PEO Enforcement Committee (ENF)

e PEO Professional Standards Committee (PSC)

e OCEPP Policy Engagement Series Presentation

e ISACA Golden Horseshoe Chapter

e Office of the CIO, Ontario

¢ Canadian Radio-Telecommunications Commission (CRTC)

e Industry Canada - ICT Sector Group

e Council of Ontario Deans of Engineering (CODE)

e Presentation to ITAC Cyber Security Forum

e Computer Security Establishment Canada (CSEC)

e Ontario MGS Communications Branch

e Canadian Internet Registration Authority (CIRA)

e Consulting Engineers Ontario (CEO) Board of Directors

o PEO Regulatory Committee Chairs

e Licensing Process Task Force (LPTF) re LEL Applicants (Sep 2013)
e Association of Power Producers of Ontario (APPrO) Panel on Cyber Security (Nov 2013)

e Bell Canada - Core Networks Group (Mar 2015)

Engineering Innovations Forum Presentations on Cyber Security (Mar 2017)
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3) CIE/ CSSE Scopes of Practice

The first step in establishing a regulated profession is to define and delimit the
activities for which a licence to practise is required in the public interest. Our Phase
| report set the bounds for such activities within the CIE domain in terms of both
network technology and level of responsibility. The Task Group then proceeded to
define specific work activities that constitute professional CIE practice.

At a high level, Communications Infrastructure Engineering (CIE) may be defined as
the systems-level design, implementation, management, analysis, and audit of
assured or trusted communication networks. In this context, "trusted" includes
concerns for availability, confidentiality, integrity and privacy. CIE deals with data in
transit, as opposed to data in repository or at rest. It excludes configuration and
troubleshooting of network devices such as routers and firewalls. It also excludes
application-specific security concerns and provisions.

The practice of Communications Infrastructure Engineering is primarily a systems
level practice that uses product level components developed by other engineering
disciplines such as electrical engineering, computer engineering, and software
engineering. This is analogous to structural engineers using materials developed by
metallurgical or chemical engineers in their design of structures.

Our Phase | report attempted to define the bounds of CIE in terms of network
technology / topology and the core network elements of data, physical infrastructure,
logical infrastructure, and point of demarcation. It emphasized that CIE deals with
data in transit, thereby excluding cyber security issues associated with end-point
data repositories and application software. Finally, it excluded from the CIE scope
definition activities that normally fall within the purview of network technicians and
technologists, such as installation, configuration, and troubleshooting of routers and
firewalls, for example.

Without limiting the generality of the foregoing definition, the following subsections
describe some specific areas of practice within the field of CIE.

3.1 Planning and Design of Assured Communication Networks

By definition, assured communication networks include those supporting other
critical infrastructures, as defined by the Government of Canada.' Any
communications infrastructure whose failure, compromise, or unavailability can
adversely affect society’s well-being is critical, and must be secured against a
broad spectrum of threats and failures.

The role of the CIE practitioner is concentrated at the systems level; i.e., itis

concerned with the overall design of the network from the point of view of:

e availability (which encompasses performance) and reliability,

o confidentiality (protection against unauthorized access or exposure),

e integrity (protection against unauthorized modification/corruption, including
“operations” security),

e privacy (restrictions on unauthorized disclosure),

! Public Safety Canada, National Strategy for Critical Infrastructure,

http://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/srtg-cricl-nfrstrctr/srtg-crtcl-nfrstrctr-eng.pdf, 2009.
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and includes the design of secure operating and monitoring procedures. Itis
not intended to encompass the configuration of network devices and interfaces
(which is the purview of the network technician or technologist), nor is it
intended to encompass the design of secure applications (which is the purview
of the software analyst and/or designer). However, the CIE practitioner is
expected to understand these works and take overall system responsibility for
the work done.

CIE practitioners apply their engineering discipline — which includes
comprehensive risk assessment and mitigation strategies — to develop and
document requirements for network assurance and security, along with
specifications and designs that will meet those requirements.

3.2 Implementation of Assured Communication Networks

As in most other engineering disciplines, there is a requirement for a licensed
CIE practitioner to monitor, inspect / review, and provide oversight to the
implementation of an assured network to ensure that it is implemented in
accordance with its designs. In some cases, issues will arise during
implementation that may require the design to be revisited and possibly
revised. Any such reviews and revisions cannot be left to persons less skilled
than the designer without risking compromise of the network security. Thus,
CIEs are expected to be involved in implementation of their designs, just as
other engineers are. A CIE should "sign off" on the “as-built” implementation
of an assured network as verification that it may be trusted.

3.3 Operational Oversight of Assured Communication Networks

Just as a certified aircraft must be operated in accordance with its Pilot
Operating Handbook to be flown safely, so a secure network that has been
properly designed and risk assessed must be operated in accordance with
documented operating procedures to avoid failure or compromise.

The role of the CIE practitioner in operation of critical communications
infrastructure is to provide the oversight necessary to ensure that its operation
is in accordance with design limitations and secure practices, and to ensure
that those practices are updated as and when required to reflect any changes
in the design or configuration of the network.

This role includes ensuring that monitoring facilities are in place to detect any
compromises of the network, and that appropriate corrective action is taken to
address any threats detected.

It is not intended to encompass routine day-to-day operation and control of
networks (which is the purview of network operators), or repair and
configuration of network devices (which is the purview of network technicians
and technologists).

Again, however, the CIE practitioner must understand the fundamental
technologies and be able to verify that implementation and maintenance work
does not compromise the reliability and security of the network as originally
designed.
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4)

3.4 Auditing and Risk Analysis of Network Infrastructure

As networks, network technology, and cyber-security threats are evolving
rapidly, it will be necessary to evaluate existing network infrastructure on a
regular basis to ensure that risks are properly identified and mitigated. Many
existing networks were designed when technology was simpler and threats
were fewer, without the end-to-end design undergoing formal risk analysis.

This scope of CIE practice emphasizes the critical engineering aspect of risk
analysis in secure network design and operation. It also encompasses
oversight of remedial analysis and contingency planning for corrective actions
that may become necessary following a network failure or security breach.

3.5 Risk Analysis and Mitigation of Other Critical Infrastructure that is Dependent on
Network Infrastructure

Since so much of society's critical infrastructure depends on network
infrastructure, risk analysis and mitigation for infrastructures such as energy,
finance, health care, public safety, and transportation will require knowledge of
network infrastructure and its vulnerabilities. Communications infrastructure
engineers will therefore be called upon to bring their specialized knowledge
and skill to bear on designing, operating, and protecting other critical
infrastructures.

Since the above scopes of practice were established, the Task Group has
broadened somewhat its view as to what should be included in the CIE / CSSE
scopes of practice. While we believe the focus should remain on networks and data
in transit, it is difficult in cyber security practice, and probably unwise, to attempt to
exclude data at rest (in storage) and data in use at network endpoints. With this in
mind, a review and likely expansion of these scopes of CIE / CSSE practice is
contemplated as a Phase |V activity.

CIE Practitioners

One of the challenges inherent in regulating a new engineering (sub)discipline like
CIE is that its practitioners come from widely diverse backgrounds. Many lack
formal education or training in their field of specialization, and have acquired their
expertise solely through practical experience. In the case of CIE, academic
programs that provide the required body of knowledge are just now being developed
and introduced, and their graduates are few.

To this day, relatively few existing CIE practitioners have formal engineering or
engineering technology backgrounds, and even fewer are licensed. This challenge
is exacerbated by the fact that there exists currently an acute shortage of persons
with the requisite CIE skill set in the labour market, and by the fact that there is as
yet no agreed upon standard of knowledge and skill for them.

An important concept in the strategy to regulate an emerging discipline is that of
targeted domains: industry sectors and application areas that are logical choices for
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regulation and restricted rights to practise. The most obvious target domains for CIE
are those in which there is a "logical-kinetic" interface between the communications
network and a device or system that is already recognized as falling within the
purview of licensed professional engineers. CIE target domains include networks
used to control mission-critical and safety-critical systems such as those used in
communications (e.g., carriers and network / internet service providers), power
generation (e.g., nuclear), transportation (e.g., aircraft and train control), industrial
processes (SCADA), and so on.

5) Phase |l Recommendations

In November, 2013 the Task Group filed with PEO Council a summary report of its
Phase Il work containing the following recommendations, organized according to
whom the Task Force believed should be responsible for their implementation. The
current status of each recommendation is noted in the table.

Current
Recommendation Status
Admissions - Related Recommendations
That the Academic Requirements Committee (ARC) create a
1 | Syllabus (as defined in Regulations) for CIE, in order to Completed
substantiate its core body of knowledge. (2015)
That the Experience Requirements Committee (ERC) begin to
add to its roster licensees who are practising in the CIE field, in
2 . . Completed
order to be able to staff CIE interview panels and to structure (2015)
interviews of CIE applicants.
That the proposal for a Limited Licence in CIE set out in
Appendix L, be referred to PEO's standing committees on Completed:
Academic Requirements (ARC), Experience Requirements LELpRe s.
3 | (ERC), and Legislation (LEC), and its Licensing Process Task gs
: . : 2 S amended in
Force (LPTF), for peer review with a view to its implementability, 2016

and with the intention of bringing recommendations to Council for
approval in the near term.

That PEO establish a voluntary CIE specialist designation
4 | available exclusively to its licensees who meet a CIE Pending
certification standard.

That PEO establish as an additional character requirement for
CIE designees a formal security clearance to be completed and

5 maintained at the request and expense of the applicant / Pending
licensee.
That PEO establish a general certification process that can be

6 | applied to CIE and other such emerging disciplines and areas of Pending

specialization.

That Council task the Licensing Process Task Force / Standing
Committee on Licensure Policy with investigating the need to

7 | increase the academic requirement for licensure to the Abandoned
equivalent of five (5) years of academic study.

That the CIE knowledge base and associated elements of the In Phase IV
licensing process updated to reflect technology and regulatory Work Plan
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changes by a task force composed of CIEs a minimum of once
every 5 years for the next 20 years.

Recommendations Related to Protection of Rights to
Practice

That the Terms of Reference for the Enforcement Committee
(ENF) be amended to ensure that members of the Committee
have practical experience with CIE scopes of practice, the cyber
security industry, and control of critical physical infrastructure.

Not
Implemented

10

That enforcement activity against unlicensed CIE practitioners be
phased in gradually, beginning with instances of work on
networks used to control mission-critical / safety critical
infrastructure, including the shared backbone networks of
telecommunications service providers, and private backbone
networks of financial and government institutions.

Not
Implemented
- Premature

11

That the Professional Standards Committee (PSC) create a
professional practice guideline for CIE that outlines the core
body of knowledge and applicable technical standards and
government regulations.

Refused by
PSC

12

That licensees not originally licensed in CIE who wish to practice
in this area refer to the CIE Core Body of Knowledge, Syllabus,
and Practice Guideline (when available) to determine the
technical knowledge and skill requirements for CIE practice, in
order for their self-assessment of competency to begin practising
in the field.

Pending

13

That PEO, together with other Canadian engineering regulators,
begin to draft and promote public policies regarding necessary
credentials of CIE practitioners in critical target domains.

Discussed
with Engineers
Canada Board

Recommendations for Execution by the Reqgistrar

14

That PEO engage with Ontario engineering faculties to acquaint
them with the body of knowledge expected of CIE practitioners /
applicants for licensure, and to encourage them to offer and to
seek CEAB accreditation of academic programs that meet those
expectations.

Ongoing, by
Task Group

15

That the CIE curriculum and knowledge base include instruction
in:
e systematic approaches to risk management, and
e development of business cases associated with security
and assurance of systems.

Pending

16

That the following content requirements for accredited CIE
programs be prescribed by the Canadian Engineering
Accreditation Board:

e Security / Safety (Syllabus 04-Soft-B3)

e Networking & Communications (Syllabus 04-Soft-B10)
o Safety Critical Systems (Syllabus 04-Soft-B14)

e Telecommunications Engineering (Carleton syllabus)

Pending

17

That PEO's Licensing and Registration Department maintain
contact with post-secondary academic institutions that offer
courses, programs, and certificates in CIE-related subject matter
S0 as to be in a position to advise both applicants and existing

Ongoing, by
Task Group
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licensees as to where they may obtain necessary additional CIE
knowledge and skKills.

Other Recommendations

18

That PEO support CIE licensure with communication and
promotion targeted at the executive level, so that awareness and
appreciation of the value of the CIE is understood and business
case development is facilitated from lower levels in the
organization.

Recommended
by Public
Information
Campaign
Task Force

19

That, with respect to communication and stakeholder relations
concerning CIE:

e Clear objectives and success criteria be developed and approved
by Council,

e A communication and stakeholder relations master plan be Not
developed for the regulation of CIE along the lines presented Implemented
above;

e A project manager be assigned full-time to manage the execution of
the communication and stakeholder relations plan; and

e Achievement of plan objectives be tracked, and the plan and
resources adjusted as required to deal with shortfalls.

20

That the Emerging Disciplines Task Group continue to engage key
external stakeholders in regulation of CIE with a view to identifying
opportunities for collaboration.

Ongoing, by
Task Group

21

That PEO, either independently or through Engineers Canada, partner
with the Information and Communications Technology Council (ICTC)
to develop labour market intelligence related to CIE occupational
profiles with a view to determining the backgrounds and qualifications
of those currently practising in CIE scopes of practice.

Not
Implemented

22

That Council strike a standing committee on Emerging
Engineering Disciplines with composition and terms of reference Pending
as set out in Appendix C.

6)

Licensing of CIEs

Late in 2014, the Task Group established contact with representatives of Bell
Canada’s Core Networks Group in Toronto. This national group, which includes a
few licensed professional engineers, is responsible for the architecture of the
carrier’s backbone networks and their security. We were invited to deliver two
presentations on CIE to their interested staff in March of 2015. Some staff
participated remotely from offices in Montreal and Calgary, which raised the
question as to whether PEQO’s counterparts in other provinces were also interested in
licensing practitioners in this field.

As a result of these presentations, Bell listed the P.Eng. and LEL as preferred
gualifications / designations for professional development of their network security
staff. This meant that the Company would reimburse application and other (e.g.,
examination) fees for these licences, as well as a bonus upon being awarded the
licence or credential.
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This positive development resulted in the receipt of approximately 30 applications
for licensure from Bell Canada employees in a short period of time. PEO’s Licensing
and Registration staff were soon inundated with inquiries as to how these CIE
applications would be treated, especially given that most of the applicants did not
have typical engineering academic backgrounds.

In order to achieve consistency in messaging and in the handling of applications
from CIE practitioners, an ad-hoc working group consisting of L&R staff and
representatives of ARC, ERC, and the CIE Task Group was established to review
and refine the internal application process. This work was spearheaded by then
Manager of Registration Lawrence Fogwill, P.Eng., who had been assigned to
handle inquiries from CIE applicants. ARC members (notably Drs. Bob Dony,
P.Eng. and Barna Szabados, P.Eng.) worked on refining the academic assessments,
while ERC members (notably Changiz Sadr, P.Eng. and David Kiguel, P.Eng.) did
the same for the experience assessments.

In the process, they were able to take advantage of changes to Section 46, of
0O.Reg. 941 dealing with Limited Licences and the L.E.T. designation that came into
force on July 1%, 2015. These long-awaited changes that originated with the
Technologist Licensure Task Force in 2002 made it easier to for applicants to meet
the academic requirements for a Limited Licence.

The results were a streamlined and consistent process, demonstrating that PEO'’s
existing requirements for licensure could be applied fairly to applicants with the non-
standard backgrounds typical of practitioners in an emerging discipline.

As a pilot project, the Bell applications were “triaged”? and their progress through the
system tracked by Deputy Registrar Michael Price and the Chairs of EDTF and the
CIE Task Group. This permitted us to identify [potential] delays and obstacles to
licensure, whether attributable to the applicant and his / her circumstances or to the
process itself. It also provided a good indication that the Limited Licence would be
applicable to a majority of CIE / CSSE practitioners (given that, as already reported,
most existing practitioners do not have formal engineering backgrounds, although
most have some post secondary education with sufficient basic science and
mathematics to master the CIE core body of knowledge). Special assistance in the
triage effort was provided by Daksha Bhasker, CISSP, P.Eng., of Bell Canada (at the
time, herself an applicant for licensure).

In March of 2016, Council approved the addition of Element 2.4 — CIE Outreach and
Licensure to PEQO’s 2015-2017 Strategic Plan. As of this report date, some 150
PEO licensees whose scopes of practice are in the CIE / CSSE field have been
identified by the Task Group.

7) Education and Development of CIEs

Over the past few years, the Task Group has expended significant effort on outreach
to academia in an attempt to identify new engineering programs with relevant CIE /
SCCE content. Given that there is a well-documented and publicized shortage of
cyber security professionals in every developed country including Canada, it is

2 An initial assessment of the applicant’s credentials to determine if he / she would be a likely candidate for (i) an
unlimited [P.Eng.] licence, (ii) a Limited Engineering Licence, or (iii) no licence.
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somewhat surprising that so few specialist programs have emerged in our Canadian
engineering and engineering technology schools.

This opportunity has been discussed on multiple occasions with the Council of
Ontario Deans of Engineering (CODE), as well as with representatives of its national
counterpart (NCDEAS) and Ontario’s Deans of Technology. Their response to the
guestion of why academic programs related to CIE / CSSE were developing so
slowly has been that demand among students has not materialized as expected.

Plenty of training programs exist at the more practical, hands-on end of the
spectrum oriented towards networking technicians, but university-level programs
with more conceptual content targeting network design and protection are still few
and far between, even at the post-graduate level. Recognizing a critical shortage of
technical expertise in this area, the Government of Canada has recently begun to
stimulate development of centres of cyber security research and development in
academic institutions.

In 2018, the Task Group was approached by representatives of Canada’s Computer
Security Establishment (CSE) in Ottawa. Part of DND, CSE is the federal
government’s leading internal authority on cyber security, and is responsible for
auditing and advising on the security of important federal government systems. Our
contacts in CSE - coincidentally all PEO [P.Eng.] licensees — had been tasked with
identifying academic programs in cyber security in Canada, and assessing the extent
to which they adequately prepare graduates for the kinds of work undertaken by
CSE itself and by other organizations with similar stringent skill requirements.

During the past two years, the Task Group has held regular teleconference meetings
with the CSE representatives and other stakeholders, who have provided invaluable
assistance in identifying emerging international knowledge, training, and practice
standards. As a result of these in-depth discussions, we have come to the
conclusion that it is necessary to revisit both the core body of knowledge and the
defined scopes of professional practice in CIE / CSSE in order to bring them up to
date.

A further result of our involvement with CSE is recommendations to incorporate:

(i) Core material related to security in general in all accredited Canadian
engineering programs (regardless of discipline);

(i) Core material covering the basic concepts of cyber security in all
accredited Canadian engineering programs in Electrical Engineering,
Computer Engineering, Software Engineering, Systems Engineering,
Communications / Networking Engineering, and related areas of
specialization;

(iii) Programs and program options designed to prepare graduates for
professional practice in CIE / CSSE in their undergraduate course
offerings.

The rationale for these recommendations, which are recast in Section 9. below, is as
follows:

() Every licensed professional engineer must be prepared to consider the
security of the artifacts and/or systems he /she designs, operates, and
manages, regardless of their nature. The day in which one can assume
that no one will attempt to attack, compromise, or destroy one’s work
product is long gone. Every engineering graduate should understand the
basic concepts of security, risk management, and asset protection, and
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8)

should have developed the related (technology-dependent) practice skills
in his / her area of specialization.

(i) These days, virtually all mission-critical / safety-critical devices and
systems are interconnected, monitored, and controlled using internet
protocol (IP) network technology, and are thus vulnerable to a wide range
of cyber attacks. Those responsible for the design of such systems,
regardless of their specific scopes of practice and technical specialization,
need to have a basic understanding of the principles of cyber security,
including vulnerability /threat assessment, attack vectors, and prevention /
mitigation strategies in order to adequately protect the public. All
undergraduate programs in the electrical /computer space should have
this basic content.

(iii) The demand for cyber security specialists to will continue to grow
exponentially. As detailed in the Task Group’s Phase | report, the security
of Canada’s critical infrastructure will depend on sufficient supply in this
segment of the labor market.

Most recently, the Task Group has obtained the assistance of a PEO licensee
working with the US Military who has developed training materials for use in
upgrading the cyber security skills of technical personnel in less developed
countries. These materials should prove helpful in delivering basic cyber security
competencies to existing practitioners who have not been exposed to them
previously through their formal education / training.

Further Work Required

Despite its limited resources, and minimal support as a priority by PEO Council, the
CIE Task Group has attempted to maintain momentum in its work to preserve for
PEO the opportunity to take a leadership role in regulating this critical area of
professional practice. The Task Group wishes to recognize the strong support it has
received for our work from a relatively small but committed cadre of licensees who
are practicing in the CIE / CSSE space, and who constitute the base for a discipline-
specific practice committee / working group. The Task Group intends to continue its
earlier attempts to pilot a virtual discipline-specific practice committee in order to
assess the viability of this approach to obtaining input on regulatory issues and
concerns specific to the discipline.

As previously noted, the following substantive items remain in the Task Group’s
Work Plan for 2020 (set out at Appendix D) and beyond:

8.1 Reconsideration of name of [sub]discipline

8.2 Review and extension of [sub]discipline definition and scopes of practice
8.3 Review and refinement of core body of knowledge

8.4 Ongoing consultation with academia regarding new programs and options

8.5 Consultation with CEAB concerning amendments to accreditation criteria
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8.6 Development of a certification proposal for CIE / CSSE practitioners
9) Phase lll Recommendations

9.1 That PEO agree in principle to a voluntary CIE / CSSE specialist
designation to be available exclusively to its licensees who meet a
certification standard to be developed by the Task Group / Committee.

9.2 That PEO formally request the Canadian Engineering Accreditation Board

(CEAB) to amend its accreditation criteria to include the following:

(i) Core material related to security in general in all accredited Canadian
engineering programs (regardless of discipline);

(i) Core material covering the basic concepts of cyber security in all
accredited Canadian engineering programs in Electrical Engineering,
Computer Engineering, Software Engineering, Systems Engineering,
Communications / Networking Engineering, and related areas of
specialization.

9.3 That PEO support CIE / CSSE licensure with communication and

promotion for target industries and practitioners, as recommended by the
Public Information Campaign Task Force (PICTF).
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C-532-
Appendix B

Terms of Reference

Emerging Engineering Disciplines Committee (EEDC)

Issue Date:
Approved by:

Review Date:
Review by:

Legislated and
other Mandate
approved by
Council

To identify potential new engineering disciplines, subdisciplines, and
scopes of professional practice to determine whether they meet the
definition of the practice of professional engineering set out in
section 1 of the Professional Engineers Act, and if so, to guide the
process for their regulation

Key Duties and
Responsibilities

1.

10.

Maintain a continuous horizon watch for new and emerging areas of
engineering practice that may fall within PEQO's legislated mandate to
regulate the practice of professional engineering.

With approval of Council, establish working groups (sub-committees or
task groups) of specialists as necessary to investigate and report on
new areas of engineering practice that appear to fall within PEO's
regulatory mandate by virtue of a demonstrable need to protect the
public interest.

Advise Council on how to resolve issues related to the growth in the
number of new engineering disciplines, subdisciplines, and scopes of
professional practice, including recommendations on possible new
governing structures and their implications.

Work with PEO committees and staff to identify and support
“communities of practice® in the newly identified discipline(s)

Advise Council on what how to regulate effectively disciplines that are in
common practice today but have limited or even no rights to practice
associated with them.

Establish and maintain documentation on processes and best practices
for assessing emerging and non-traditional disciplines and for
establishing appropriate regulatory environments for them.

Maintain dialogue with Engineers Canada and its Constituent
Associations and boards (CEAB and CEQB) on issues related to
emerging and non-traditional engineering disciplines.

Work with ARC and CEAB to define and maintain a Core Body of
Knowledge for each emerging engineering discipline.

Outreach to industry, government agencies, and academia as necessary
with respect to their involvement in emerging and non-traditional
engineering disciplines, subdisciplines, and scopes of professional
practice.

Continue the Communications Infrastructure Engineering (CIE) Task
Group as a sub-committee of this Committee.

% ‘community of practice” is a group of people who share a concern or a passion for something they do,
and learn how to do it better as they interact regularly. (source: http://wenger-
trayner.com/resources/what-is-a-community-of-practice/)
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Constituency &
Qualifications of
Committee/Task
Force Members

A maximum of ten (10) members on the Main Committee itself. The
Main Committee must have at least five (5) members to operate and
will request additional members if membership falls below this.

Each task / working group established under the Committee will be
chaired by a Vice Chair of the Committee, and will have additional
members appointed for the term of the task / working group from
amongst members of the Committee and others chosen for their
expertise and/or interest in the discipline under consideration.

Committee members should have knowledge of and experience with
professional engineering practice and at least one PEO regulatory
committee such as ARC, ENF, ERC, LEC, LIC, or PSC.

Preference will be given to committee members with experience in
emerging and non-traditional scopes of engineering practice.

Qualifications
and election of
the Chair

Extensive knowledge of PEQO’s regulatory processes acquired
through volunteering on one or more of PEQO’s regulatory committees

Broad knowledge of engineering practices, including engineering
research, design, development, and teaching.

Election method to be determined by the committee; result presented
to Council for approval

Qualifications
and election of
the Vice Chair(s)

Knowledge of PEO’s regulatory processes

Knowledge of engineering practices, and engineering research,
design, development and practices.

Election method to be determined by the committee and result
presented to Council for approval

Duties of Vice
Chair(s)

To chair meetings of the main Committee in the chair’'s absence, and
to provide orientation and training for new members.

To chair meetings of their respective working / task groups.

Term Limits for

A term on this Committee is three (3) years. A member may be re-

Committee appointed to an additional second term. There must be at least a
members one-year gap before coming back for additional appointments to this
committee.
Following the spirit of Wainberg’s Society Meetings Including Rules
Quorum of Order and section 25(i) of By-Law No. 1, Quorum of the main
Committee is 5 members or 50% of the Main Committee whichever is
less.
Approvals Task group decisions are not binding on the main Committee and

require approval of the main Committee for taking actions such as
advising Council.
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Meeting
Frequency &
Time
Commitment

The Committee will hold at least four regular meetings per year, one
in each calendar quarter, for at least one hour at a time. Additional
regular or special meetings may be scheduled at any time with the
agreement of the members. Ideally, participation will be in person,
but teleconferencing/ videoconferencing is available as an option.
Mutually convenient times will be determined by the Chair consulting
with the committee members.

Operational year
time frame

January — December

Committee
advisor

To be determined by the Registrar
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Appendix C

Emerging Engineering Disciplines Committee (EEDC)

INITIAL ROSTER

Existing members of EDTF, for continuity

George Comrie, P.Eng., CMC
Peter DeVita, P.Eng.
Roger Jones, P.Eng.
Changiz Sadr, P.Eng.

Four (4) additional members selected from the ranks of PEO licensees with
emerging or non-traditional scopes of professional practice

One (1) sitting PEO Councillor (as Council Liaison)
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Reconstituted CIE / CSSE Task Group

WORK PLAN - 2020

C-532-

Appendix D

Approved by Committee: 28 February 2020

Review Date:

Approved by Council:

Approved Budget:

Mandate
[as approved
by Council]:

Task Group created pursuant to mandate of Emerging Engineering Disciplines
Committee (EEDC), and Key Duty /Responsibility 2.:
With approval of Council, establish working groups (sub-committees or task
groups) of specialists as necessary to investigate and report on new areas of
engineering practice that appear to fall within PEO's regulatory mandate by
virtue of a demonstrable need to protect the public interest.

Terms of
Reference
[Key duties]:

PowbdE

oo

Identify issues relevant to PEO in the area of practice;

Define scopes of practice / controlled acts to be regulated;
Define core body of knowledge required for competent practice;
Investigate and make recommendations re academic programs related to

the area of practice.

Make recommendations regarding licensing of practitioners;
Make recommendations regarding establishment and enforcement of

rights to practice;

Evaluate existing and proposed certification programs as they may relate
to PEO’s responsibility to regulate the practice.
Outreach to practitioners, industry, government agencies, and academia
as required, and develop external relationships where appropriate.

Tasks,
Outcomes /
Deliverables,
and Success
Measures

Tasks / Activities

Outcomes / Deliverables /
Success Measures

Due Date

1. Work with other PEO committees

(ARC, ERC, LIC, ENF, PSC) on
licensure issues

Provide support to the other
committees to implement CIE
/ CSSE licensure and
regulation

As required

. Complete external stakeholder

consultations for licensure
issues; Gather market
intelligence

Document stakeholder
perspectives;

As required

. Provide Registrar with critical

implementation factors for PEO to
regulate CIE / CSSE

PEO secures substantive
stakeholder agreement for
implementation

As required

. Identify existing P.Eng.s

practising CIE / CSSE, call for
volunteers for PEO regulatory
committees and establish a
“Community of Practice” for CIE

Existing P.Eng.s. identified
(voluntarily or through CPD
practice questionnaire)

At least 3 volunteers
recruited for committees
CIE Community of Practice
established

June 2018
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5. Update the CIE Core Body of CIE CBOK updated December
Knowledge 2020
6. Develop Certification / Specialist | Designation requirements December
Designation for CIE and approval process 2020
developed for Council
approval
7. Resolve nomenclature for CIE / Agreement on terminology | June 2020
CSSE discipline

Inter-committee
collaboration:

Academic Requirements, Experience Requirements, Licensure, Professional
Standards, Enforcement, Government Relations - consulting on proposals,
presenting at committees

Stakeholders:

Engineers Canada and its constituent associations and boards (CEAB, CEQB)
Telcos and ISPs

Electricity generators and distributors, IESO, APPrO

Industry

Ontario universities and colleges of technology

Consulting Engineers Ontario, OACETT, OSPE

Ontario Ministries of Attorney General, Government Services, Research &
Innovation, Health & Long-Term Care, Economic Development and Trade
Canadian Standards Association, Canadian General Standards Board
Information and Communications Technology Council (ICTC)

Industry Canada

Public Safety Canada

Department of National Defense, Computer Security Establishment

Public Works and Government Services Canada

Transport Canada

RCMP, CSIS, CBSA

CRTC, ITU, ITAC, CATA, CIRA

ISACA, ISSA, IEEE, IETF, ACM, Institution of Engineering and Technology
International Information Systems Security Certification Consortium (ISC)2
International Standards Organization

Ontario Information & Privacy Commissioner

Ontario Provincial Police, Emergency Management Ontario
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Reconstituted CIE / CSSE Task Group

ROSTER - 2020

Daksha Bhasker, P.Eng.
George Comrie, P.Eng., CMC
Peter DeVita, P.Eng.

Tyson Macaulay, LEL

Parisa Mahdian, P.Eng.

Mike Rowland, P.Eng.
Changiz Sadr, P.Eng.

Larry Stoddard, P.Eng.

Chris McMullen, P.Eng.
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